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The Chicago Police Department (CPD) maintains a vast net-
work of surveillance technologies capable of collecting de-
tailed data about ordinary residents. Using cameras and so-
phisticated software, police can identify individuals and track 
their movements. CPD also employs databases that collect 
thousands of disparate data points under the justification 
of “predicting” criminal behavior by constructing profiles of 
who it thinks is likely to be a “gang member.” To make use of 
these various surveillance tools, CPD maintains intelligence 
centers across Chicago where officers keep a constant watch 
over the data that the centers collect, in partnership with 
federal law enforcement agencies.

CPD continues to 
use a vast network 
of surveillance 
technologies, 
which ICE can 
employ to target 
immigrants 
despite the WCO’s 
protections.

INTRODUCTION

The sizable trove of information about Chicago residents in the hands 
of the police creates an enormous danger for the city’s immigrant 
communities. Historically, CPD has been eager to collaborate with 
Immigration and Customs Enforcement (ICE) as well as other federal 
agencies to arrest and detain Chicago residents for deportation. After 
years of intensive organizing by immigrant activists and their allies, 
the City of Chicago enacted the Welcoming City Ordinance (WCO) in 
2012, which limited cooperation with federal immigration authori-
ties. The original WCO prohibited CPD and other city agencies from 
engaging in immigration enforcement operations—either through 
direct collaboration on arrests or detention, or by providing informa-
tion—with ICE based solely on civil immigration violations. But the 
ordinance had four troubling carveouts: CPD faced no restrictions on 
collaborating with ICE against individuals with outstanding warrants, 
felony convictions, or pending felony charges, as well as individuals 
identified in a law enforcement gang database.

In January 2021, thanks to continued pressure by activists, the Chicago 
City Council passed amendments to the WCO that eliminated these 
carveouts and provided additional protections against sharing city 
information with federal agencies. This was an important victory that 
will provide greater protection for immigrants in Chicago from direct 
collaboration between city police and federal immigration agencies. 
The amended WCO goes a long way towards dismantling decades of 
policy and rhetoric that criminalizes immigrants. It does not mean, 
however, that the fight to keep immigrant residents safe from depor-
tation is over. CPD continues to use a vast network of surveillance 
technologies, which ICE can employ to target immigrants despite the 
WCO’s protections.

This report details key aspects of the police surveillance network in 
Chicago, including secretive “real-time” intelligence centers which 
deploy technologies that identify and locate individuals, databases 
that collect, analyze, and store information, and strategic partner-
ships within and between law enforcement agencies that share and 
use this information. It highlights the ways in which the amended 
WCO falls short of protecting Chicago’s immigrant communities and 
demonstrates the need for the City to adopt additional privacy pro-
tections to stop data-sharing with ICE that the WCO does not address.
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KEY TOPICS EXPLORED

THE CHICAGO 
FUSION CENTER
The Chicago Fusion Center 
is also known as the Crime 
Prevention and Information 
Center (CPIC). CPIC is a direct 
partnership between CPD and 
the Department of Homeland 
Security (DHS), the agency that 
houses ICE.1 CPIC centralizes 
CPD surveillance and has access 
to the city’s vast network of sur-
veillance cameras, facial recogni-
tion, license plate readers, social 
media surveillance, and various 
police databases. CPIC was 
originally created to facilitate 
collaboration between local and 
federal officials in antiterrorism 
matters. Today, CPIC’s mandate 
has expanded to cover a broad 
array of criminal investigations 
and general surveillance. DHS’s 
participation in the CPIC raises 
serious concerns about the 
implementation and strength of 
the WCO. CPIC’s internal oper-
ations are also largely hidden 
from public view and civilian 
oversight. 

STRATEGIC DECISION 
AND SUPPORT CENTERS 
(SDSC) 
In the years since CPIC’s creation, 
CPD has expanded its surveillance 
with new SDSCs in all twenty-two 
of Chicago’s police districts. The 
SDSCs have similar surveillance 
capabilities as CPIC. However, 
because these centers exist 
at the district level, they allow 
for more localized surveillance 
and analysis by police districts, 
resulting in faster deployment 
of police officers in response 
to tech surveillance. It remains 
unknown whether and to what 
extent federal agencies including 
DHS and ICE have access to the 
twenty-two SDSCs in operation.

INVASIVE 
TECHNOLOGY AND 
MASS SURVEILLANCE 
CPIC and SDSCs have centralized 
access to the vast network of 
surveillance cameras and police 
body-worn cameras deployed 
across Chicago. Combined with 
CPD’s use of facial recognition 
software, this gives law enforce-
ment a powerful tool to track 
individuals and surveil whole 
communities. CPIC and SDSCs 
also use Automatic License Plate 
Readers (ALPRs), which allow 
police to locate individuals by 
cross-referencing license plates 
scanned by stationary cameras 
or during traffic stops with other 
law enforcement databases. 

CPD GANG DATABASE
The CPD gang database 
provides another conduit for 
information to flow to ICE. CPD 
promised to dismantle a previ-
ous database system designed 
to identify people suspected of 
gang involvement after activists 
demonstrated systemic bias in 
the system’s identification of 
predominantly Black and Latinx 
men as “gang members” based 
on scant evidence. However, 
the city has yet to implement 
the promised reformed data-
base, called Criminal Enterprise 
Information System (CEIS), and 
CPD continues to rely on the 
old gang database despite its 
demonstrated inaccuracies 
and racial biases. While the 
recent amendments to the WCO 
forbid CPD from sharing gang 
database information with ICE, 
the newest iteration of the gang 
database will remain available 
to partner law enforcement 
agencies that are not subject 
to this restriction. As a result, 
information concerning alleged 
gang ties collected by CPD may 
remain available to ICE.

The City of Chicago 
needs to ensure that 
the data harvested by 
surveillance technol-
ogies is not used to 
facilitate deportations 
through concrete, trans-
parent changes to its 
approach. To achieve 
this goal, we suggest a 
robust implementation 
of the amended WCO 
and future legislative 
efforts to close the loop-
hole for data-sharing by 
CPD intelligence centers 
such as CPIC and SD-
SCs. Furthermore, we 
must examine why the 
surveillance systems 
described in this report 
exist in the first place, 
and eliminate tools 
that have been proven 
to target poor commu-
nities of color, such as 
the gang database. A 
truly welcoming city 
invests in the futures of 
its Black, Brown, immi-
grant, and low-income 
communities, instead 
of harassing, over-po-
licing, and subjecting 
them to mass surveil-
lance. Finally, most of 
how these surveillance 
technologies and infor-
mation centers operate 
remains outside the 
public view. This surveil-
lance state must ulti-
mately be dismantled, 
and this process should 
take place in full, trans-
parent public view.
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The Welcoming City Ordinance (WCO), first passed 
by the City Council in 2012, was a major step for-
ward for immigrants’ rights in Chicago. While the 
city had enacted various policies limiting coopera-
tion with federal immigration enforcement in the 
past, the WCO for the first time barred CPD from 
assisting ICE by arresting or detaining immigrants 
in order to hold them for deportation.2 However, 
the original version of the WCO contained four 
carveouts that gave CPD wide latitude to collab-
orate with ICE: the ordinance’s limitations on 
collaboration did not apply when the subject of 
police investigation (1) had an outstanding criminal 
warrant; (2) had been convicted of a felony; (3) was 
a defendant in a pending felony case; or (4) was 
“identified as a known gang member either in a 
law enforcement agency’s database or by his own 
admission.”3 Due to the disproportionate effects of 
the criminal punishment system on poor commu-
nities of color—as well as the overly broad reach of 
the city’s gang database—these carveouts meant 
that the WCO did not prevent CPD from working 
with ICE to deport many of the people that the 
agency targeted.4

In January 2021, following years of organizing by 
immigrant advocates in the city, the Chicago City 
Council passed an amendment to the WCO elim-
inating the four criminal carveouts and further 
strengthening the law. As a result, CPD is now 
prohibited in all circumstances from assisting 
ICE, including Homeland Security Investigations 
(HSI), and Customs and Border Patrol (CBP) in 
arresting or detaining a person in order to enforce 
civil immigration law.5 The ordinance also forbids 
granting ICE access to people in CPD custody, and 
places restrictions on how CPD may communicate 
with ICE.6 The elimination of the carveouts is an 
important victory for immigrants’ rights, because 
it no longer allows police to take advantage of 
non-citizens’ increased exposure to the criminal 
justice system in order to subject them to the 
added punishment of the deportation machine.

However, an important loophole remains in the 
current WCO that allows CPD to assist with ICE 
investigations. While the WCO bans CPD from 
“provid[ing] direct access to any database or 
data-sharing platform” maintained by the city to 
any federal agency, this ban only applies if CPD 
determines “that the purpose of such access is for 
the enforcement of civil immigration law.”7 CPIC’s 
internal policies also allow providing information 
to outside law enforcement agencies—including 

ICE—as long as the agency’s request provides a 
“criminal predicate.”8 CPIC does not define the 
term "criminal predicate, and its Memorandum of 
Agreement (MOA) with DHS makes no mention of 
this restriction on sharing information. As a result, 
if ICE seeks access to surveillance data collected 
by CPD and claims a tangential connection to a 
criminal investigation, the WCO and CPIC policy 
give CPD wide latitude to cooperate fully with 
ICE. This loophole allows police to share data and 
collaborate with ICE as long as the agency has a 
minimal basis to assert some nexus to a “criminal” 
investigation—or under the MOA, no nexus at all. 
The line between a criminal and a civil immigration 
enforcement action is often difficult to distinguish 
due to concurrent legal jurisdiction, and both can 
lead to deportation.

THE WELCOMING CITY ORDINANCE AND THE DATA-SHARING LOOPHOLE

•	 Prohibits CPD from assisting ICE to arrest 
or detain people in order to enforce 
civil immigration law in any situation, 
eliminating the four "carveouts" that 
existed in the previous law 

•	 Introduces more inclusive language 
throughout Chicago's Municipal Code, 
replacing "citizen" with words like 
"resident" or "person" 

•	 Maintains existing bans on responding to 
ICE requests for information or providing 
access to police data for civil immigration 
enforcement purposes

THE JANUARY 2021 
WCO AMENDMENTS:
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The first fusion centers were created in 2003 in 
response to the September 11 terrorist attacks, 
as law enforcement agencies around the country 
sought to develop new surveillance tools and 
inter-agency collaborations. Though operated by 
local police departments (and sometimes involving 
collaboration with private entities), fusion centers 
receive federal funding and establish extensive 
partnerships with agencies such as DHS—which 
contains Immigration Customs and Enforcement 
(ICE), its subdivision Homeland Security Investiga-
tions (HSI), and Customs and Border Protection 
(CBP)—as well as the Federal Bureau of Investi-
gations (FBI). As early as 2007, the American Civil 
Liberties Union (ACLU) observed that because of 
the loose regulatory framework governing fusion 
centers, they quickly experienced a “mission 
creep,” expanding their focus from antiterrorism 
to an “all crimes, all hazards policy.”9 The project 
of centralizing surveillance efforts by local police in 
direct collaboration with federal law enforcement 
agencies soon became a part of general crime 
prevention policy.

Chicago’s Fusion Center, the Crime Prevention and 
Information Center (CPIC), was created in 2007. 
According to the most recent directive governing 
CPIC, the purpose of the Fusion Center is “to enable 
local, state, and tribal governments to gather, pro-
cess, analyze, and share information and intelligence 
relating to all crimes and hazards.”10 The jurisdiction 
of CPIC is sweeping and not limited to investigating 
specific criminal cases. Official policy directs CPIC 

Despite the City of Chicago’s stated policy of protecting immigrants from federal law enforce-
ment, CPD operates numerous intelligence centers where it collaborates directly with federal 
agencies, including those tasked with immigration enforcement. Created in order to centralize 
information on potential terrorist attacks, these centers emerged out of the post-9/11 build-
up of surveillance technology. Over the years, their mission has expanded beyond counter-ter-
rorism, using digital surveillance to attempt to predict criminal activity in general, especially in 
communities of color. The expansion of surveillance technology through these centers puts vast 
amounts of information in the hands of CPD, which is able to share it directly with ICE and other 
DHS agencies via the data-sharing loophole.

CHICAGO'S FUSION CENTER: 
THE CRIME PREVENTION AND INFORMATION CENTER

to maintain a vast amount of situational awareness 
and surveillance through the City of Chicago such 
as monitoring “any significant or newsworthy event 
occurring within the city,” “information concerning 
strikes, labor-management incidents, or union con-
troversies,” or “available camera feeds to provide 
information to field and investigative personnel.”11

Furthermore, CPIC hosts DHS agents on a full-time 
basis, as well as personnel from the FBI and the 
Illinois State Police. The official policy of CPIC is to 
host personnel from ICE, HSI,12 and CBP as well as 
other federal, state, and local agencies to “work in 
the CPIC on a rotational basis.”13 The existence of a 
permanent law enforcement collaboration between 
CPD and DHS including its component agencies ICE 
and CBP presents a major concern in light of the 
recent amendments to Chicago’s Welcoming Cities 
Ordinance. As discussed above, under the current 
WCO, CPD is prohibited from providing access to its 
surveillance technologies and databases with fed-
eral law enforcement agencies—including ICE, CBP, 
and other DHS agencies—if the purpose is to further 
a civil, rather than criminal, immigration investiga-
tion. As a mass surveillance system, CPIC focuses 
on maintaining situational awareness of the major 
daily events in the city—it does not solely conduct 
criminal investigations. 

Providing ICE, its subagency HSI, and CBP with access 
to the immense surveillance power of CPIC is there-
fore incredibly dangerous. First, this partnership 
between CPD and these DHS agencies could simply 

REAL-TIME INTELLIGENCE CENTERS: DIRECT COLLABORATION  
BETWEEN CPD AND FEDERAL LAW ENFORCEMENT 
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violate the WCO outright. ICE and CBP regularly 
conduct civil actions as part of their core missions, 
and CPIC hosts agents from ICE and CBP at the 
fusion center on a rotational basis. Presumably, 
CPIC grants ICE and CBP personnel access to at least 
some of its databases and surveillance capabilities, 
which are not exclusively used for criminal investi-
gations but for mass surveillance monitoring of “any 
significant or newsworthy event” in the city. Such 
close collaboration provides 
an opportunity for ICE to 
coordinate directly with local 
police officers in arresting 
and detaining non-citizens 
for civil immigration enforce-
ment purposes despite the 
ordinance’s ban on such 
collaboration. 

Even if the letter of the 
WCO is respected, however, 
the ordinance’s broad 
data-sharing loophole as well as CPIC’s request 
for information policy allow any ICE assertion of a 
criminal investigation, however tangential, to serve 
as a pretext for passing information to ICE. This 
encompasses investigations into immigration-re-
lated crimes within ICE’s purview that often end 
in deportations: illegal entry and reentry.14 A large 
number of undocumented immigrants could be 
charged with one or both of these crimes. Other 
undocumented immigrants could be investigated 

based on the suspicion that they committed one 
of these offenses, even if they did not. As a result, 
ICE effectively has a mandate to investigate virtually 
any undocumented person as a “criminal suspect” 
whom it might otherwise target for civil immigra-
tion enforcement, even if it does not ultimately 
charge that person with a crime. While entry and 
reentry offenses are simply immigration enforce-
ment dressed up as criminal investigations, any 

other suspected offenses as 
well as CPIC’s general surveil-
lance tactics may also justify 
sharing information with ICE.

While CPD is barred from 
sharing information directly 
with ICE for the purpose of 
civil immigration enforce-
ment, nothing in the WCO 
prevents it from sharing 
information as part of a 
criminal or security-related 

investigation. The CPIC Fusion Center provides a 
channel for direct information-sharing between CPD 
and ICE as well as other federal law enforcement 
agencies that may target immigrants. The directive 
also allows for ICE personnel to work within CPIC on 
a rotating basis.15 The existence of a permanent law 
enforcement partnership and information-sharing 
project between CPD and DHS is a clear obstacle 
to Chicago’s efforts to end police collaboration with 
federal immigration enforcement efforts.

CPIC hosts DHS agents on a 
regular basis. The existence of 
a permanent law enforcement 

collaboration between CPD and 
ICE presents a major concern in 
light of the amendments to the 

Welcoming City Ordinance.
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STRATEGIC DECISION AND SUPPORT CENTERS:
LOCAL SURVEILLANCE AGGREGATORS

Strategic Decision Support Centers (SDSCs) were 
created in 2017 in light of the increasing amount 
of surveillance data processed by CPIC. Addition-
ally, CPD sought to decentralize surveillance data 
collection for faster police deployment.16 SDSCs are 
more localized versions of the CPIC model. There 
are twenty-two SDSCs in Chicago—one for each 
district. SDSCs are specialized rooms within CPD 
district stations that operate around the clock. Most 
contain four computers and three large screens. 
They are run by CPD civilian analysts, but there are 
always two patrol officers and a room supervisor 
who is either a sergeant or lieutenant.17 

SDSC analysts collect data from the district using var-
ious CPD surveillance technologies, especially street 
video feed, ALPRs, ShotSpotter (gunshot detection 
devices), and social media monitoring.18 Analysts 
use this information to produce a daily briefing for 
the district, which police commanders then use to 
make resource and personnel allocation decisions.19 
Patrol officers in some districts may have access to 
smartphones that are linked to their district’s SDSC, 
allowing for information collected by the SDSC to be 
quickly accessed by officers on the ground.20

While CPIC and SDSCs both have access to some of 
the same technologies, such as street cameras, an 
SDSC focuses on several specific tools deployed in 
its district, whereas CPIC gathers notifications from 
many sources on a wide variety of issues throughout 
the city. SDSCs must report to CPIC any information 
it gathers involving homicides, shootings, street 
gatherings, and other newsworthy events that 
occur in the SDSC’s district.21 Meanwhile, CPIC must 
forward any real-time, operational information it 
receives that might need an immediate response 
to the relevant SDSC.22 While federal officers can 
request information from an SDSC, it is more 
common for federal officers to work with the CPIC, 
due to its mandate over the entire city of Chicago, 
rather than a single district, and its emphasis on 
larger scale threats.

By placing surveillance tools like ALPRs and 
ShotSpotter in each city police district, SDSCs fuel 
over-policing in certain neighborhoods, and cause 
increased psychological harm to residents.23 In 
addition, by taking responsibility for local surveil-
lance, SDSCs enhance CPIC’s ability to process the 
information it receives. Finally, because SDSCs 
share the information they collect with CPIC, SDSCs 
broaden the scope of CPIC’s mission creep and 
CPD’s surveillance network.
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INVASIVE SURVEILLANCE TECHNOLOGIES 
USED BY REAL-TIME INTELLIGENCE CENTERS

SURVEILLANCE CAMERAS AND
FACIAL RECOGNITION SOFTWARE

The most recent available estimates sug-
gest CPD has access to thousands of camer-
as throughout the Chicago area. According 
to the Associated Press, Chicago has the 
largest network of surveillance cameras 
of any city in the U.S., with 35,000 camer-
as in 2019.25 Former DHS Secretary Michael 
Chertoff even praised Chicago for having the 
most “extensive and integrated camera net-
work” in the U.S.26 These cameras include27: 

•	 Blue light cameras placed in strategic 
locations throughout the city

•	 Cameras in public transit locations 
including those operated by 
Chicago Transit Authority (CTA) 
and the Transportation Security 
Administration (TSA) 

•	 Cameras in schools and operated  
by Chicago Public Schools (CPS)

•	 Cameras in Chicago Housing 
Authority residential buildings and  
in public places

•	 Private security cameras to which 
CPD has gained access via an initiative 
through the Office of Emergency 
Management and Communications

•	 Traffic cameras
•	 Police dashboard cameras
•	 Body-worn cameras carried by  

CPD officers

CPD couples this vast network of surveillance 
cameras with facial recognition software that 
can identify individuals on surveillance cameras, 
photos, and across social media. Facial recogni-
tion software is a fast-developing component of 
police departments’ technological arsenals. This 
technology has the capacity to analyze the vast 
number of photos that exist on the Internet and 
in other electronic sources available to police, 
and use this information to compare and identify 
a person captured by photo or video. 

The ubiquity of surveillance cameras combined 
with the city’s use of facial recognition technology 
has given rise to fears that CPD could identify 
individuals subject to immigration enforcement 
in real time, including at public protest actions, 
and that this information may become available 
to ICE despite the restrictions in the WCO. This 
fear is well founded given CPIC and SDSCs roles in 
surveilling protesters. For example, in 2018, CPIC 
submitted reports to ICE about protesters who 
had gathered in Chicago to call for abolishing the 
agency. During this time, CPIC had access to facial 
recognition technology developed by Clearview 
AI, which compares surveillance images with bil-
lions of photos from across the Internet, including 
social media photos.24

Clearview AI ended its contract with the City of 
Chicago in April 2020 in anticipation of litigation 
under Illinois’s Biometric Information Privacy Act. 
However, CPD still has access to facial recognition 
software provided by another developer, Data-
works Plus. Using Dataworks Plus, CPD officers 
can compare surveillance images to photos in 
the Chicago Mugshot Database, although CPD 
training documents state that this technology is 
not to be used for real-time identification. Even 
this more limited technology remains a concern, 
however, since officers retain the ability to com-
pare CPD’s own mugshot images against photos 
posted to social media and historical video data 
from surveillance cameras.
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How does this technology fuel deportations?
Facial recognition technology is a powerful tool that 
CPD can use to identify individuals based on sur-
veillance images or social media posts. CPIC is the 
agency with access to and responsible for monitoring 
this vast network of surveillance cameras, and has 
authority to operate facial recognition technology. 
Moreover, CPIC grants access to ICE, CBP or other fed-
eral agencies to the center. There is serious concern 
that this technology and data can be accessed by DHS 
component agencies enforcing immigration law and 
put individuals at risk of immigration enforcement. 
Additionally, CPIC has a history of using facial recogni-
tion technology to target and retaliate against activists 
who oppose deportation and the carceral immigration 
enforcement system. CPD’s record of collaborating 
with DHS to surveil immigration-related protest activ-
ity suggests that this technology will remain a pressing 
concern despite the restrictions of the WCO.

AUTOMATIC LICENSE PLATE READERS
Automatic License Plate Readers (ALPR) are a tech-
nology that scans car license plates and compares 
the plate numbers against local and national data-
bases (known as “hot lists”). Databases can include 
those for stolen vehicles, AMBER Alerts, or gang 
databases.28 ALPRs log the time and date of the scan, 
the GPS coordinates of the car, and a picture of the 
vehicle.29 CPD retains ALPR scans for one year.30 
This information is stored in a database called the 
Law Enforcement Archival and Reporting Network 
(LEARN). Both LEARN and the ALPR technology itself 
are products of Vigilant Solutions, which is part of 
Motorola Solutions.31 The ALPR data collected by 
CPD and stored in LEARN is under the command of 
the CPIC.32 ALPRs are located throughout the state 

of Illinois. Their pervasiveness in both Chicago 
and Illinois, combined with the nature of the data 
collected—dates, times, and locations—along with 
their year-long retention in LEARN means that CPD 
can develop detailed knowledge of drivers’ where-
abouts and routines. ALPR data is also used fre-
quently by SDSCs, where it can be combined with 
other technologies like ShotSpotter or street video 
surveillance and sent to officers’ smartphones in 
real time.

In Chicago, 240 ALPRs are placed inside police 
vehicles, to be used during traffic stops. When a 
police officer pulls a car over, the ALPR scans the 
license plate of the stopped car to search local and 
national databases. This information is transmit-
ted to the officer in the car in real time. In addition 
to vehicle-mounted ALPR, there are an unknown 
number of fixed ALPRs, which are permanently 
attached to a structure like a pole or bridge. There 
are also portable ALPRs that can be moved as 
needed.33 In 2019 alone, these ALPRs collected 
the data from the license plates of more than 179 
million people in Chicago.34 

How does this technology fuel deportations? 
By scanning, photographing, and logging the 
license plates of each passing vehicle, ALPRs pro-
vide law enforcement with roadmaps of people’s 
lives. ICE could gain access to LEARN (housed 
within CPIC) via information requests sent to CPIC. 
If this is the case, and CPIC grants the requests 
(using the data-sharing loophole for example), ICE 
could use the LEARN database containing all of 
Chicago’s ALPR scans to investigate, track, detain, 
and deport immigrants. Indeed, ICE has a history 
of using ALPR data to locate those targeted for civil 
immigration enforcement.35 
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CRIMINAL ENTERPRISE INFORMATION 
SYSTEM (GANG DATABASE)

data.43 CPD did not require any review or approval of a 
gang member designation.44 Once a person has been 
designated as a gang member, they are not informed. 
Even if they are able to learn that they have been 
designated, there is no way to appeal a gang designa-
tion.45 On top of these inaccuracies, the gang database 
disproportionately targets people of color. Ninety-five 
percent of the 134,242 people designated as gang 
members are Black or Latinx.46 Individuals classified as 
Black or African American by CPD made up 69.8 per-
cent of those identified as gang members, while only 
30.5 percent of Chicago residents are Black or African 
American.47 Meanwhile, 32.7 percent of Chicago’s pop-
ulation is white, yet only four percent of individuals in 
the gang database were identified as white.48

CPD acknowledged many of the problems highlighted 
by the OIG report. In reaction to the report and 
community pressure, CDP agreed to fully implement 
eighteen of the OIG’s twenty-seven recommendations, 
agreed to partially implement eight more, but rejected 

one.49 Most importantly, CPD 
proposed a new database that 
would be a single, unified loca-
tion for gang information. The 
new system would ostensibly 
assure that the information 
be updated and vetted, would 
purge outdated information, 
and would create a process for 
the public to find out if they 
are in the database and appeal 
their designation if they were.50 
CPD also said that it would 

create regulations on information sharing with third 
parties. In February 2020, CPD proposed the Criminal 
Enterprise Information System (CEIS) as the mecha-
nism to carry out the database reforms. On October 
29, 2020, CPD Superintendent David Brown admitted 
that the transition from the old gang database system 
to the new CEIS was still ongoing.51

A follow-up OIG report released on March 31, 2021 
has found that CPD has, in fact, made few efforts to 
develop a new gang database with the promised safe-
guards in place. Specifically, CPD has not committed to 
a timeline for the completion of the CEIS. No manage-
rial responsibility for the project has been assigned.52 
There is confusion within CPD over the drafting status 
of the proposal creating the CEIS, which has been 
through several iterations. The drafting order itself 
is unclear on how CEIS will work in practice and how 
it will address community concerns. Finally, CPD is 
continuing to collect and rely on seriously flawed data.

DHS made 32,224 
searches in the gang 

database between 2009 
and 2018. Despite its 

promises, CPD has made 
few efforts to replace it.

The Chicago Police Department maintains a patchwork 
of twenty-seven different databases, visualization tools, 
and computer applications where gang information is 
entered, stored, and accessed.36 This collection of tools 
is collectively and popularly known as the CPD “gang 
database.” In 2019, after organizing campaigns, legal 
challenges, mounting public pressure, and a scathing 
report from the Office of the Inspector General (OIG), 
CPD announced that it would create a replacement 
for the gang database, to be called the Criminal Enter-
prise Information System (CEIS). CPD claimed that 
the CEIS would solve the most blatant constitutional 
violations of the original gang database, which had 
been highlighted by activists and the OIG report. Two 
years after CPD made this commitment, however, the 
Department has made minimal efforts toward creating 
the CEIS system and continues to rely on the old gang 
database system.

The gang database was shared with over 500 external 
agencies, including immigration officials. Between 
2009 and 2018, external 
agencies made over one 
million searches in the gang 
database systems. Immigra-
tion agencies accounted for 
32,224 of those searches.37 
While the version of the WCO 
in place at the time offered 
protections from ICE for 
undocumented immigrants, 
an undocumented immigrant 
designated as a gang mem-
ber in the gang database 
system lost WCO protection.38 Gang designation also 
creates barriers to those seeking immigration relief 
through Deferred Action for Childhood Arrivals (DACA) 
and other forms of relief that allow undocumented 
immigrants to stay in the United States or seek more 
permanent immigration status.39

The gang database contains well-documented inaccu-
racies and often does not include sufficient informa-
tion to determine whether someone has an affiliation 
with a gang or not. For example, 15,174 individuals 
were designated as gang members, but no gang was 
listed on the Gang Arrest Card.40 On 24,151 Gang 
Arrest Cards, no reason was given for why a person 
had been designated as a gang member.41 Almost six-
teen percent of those designated as a gang member 
had multiple birthdates listed in the database. People 
as young as nine and as old as seventy-five were des-
ignated as gang members.42 Furthermore, CPD had no 
mechanism to correct inaccurate data or delete false 
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How does this technology fuel deportations?
As of the writing of this report, CPD does not 
have an actual operational system to replace the 
gang database.53 Because of this, the concerns 
and problems with the original gang database 
and its relationship to immigration enforcement 
persist. The 2021 amendments to the WCO, which 
removed the gang carveout,54 are a step in the 
right direction, but it is unclear whether CPD has 
cut off ICE’s access from the gang database or how 
CPD ensures that ICE is not accessing the data for 
civil immigration enforcement purposes. If ICE has 
access to the gang database, it could look to see if 

a person has been designated as a gang member. 
If they have been, then they could be denied DACA 
or other immigration relief.55 The gang database 
can also be used as a tool to track or locate immi-
grants, and then target them for deportation.56 
And because CPD continues to rely on the old 
gang database system with its many documented 
inaccuracies and biases as it makes minimal prog-
ress toward the new CEIS, the problems of the 
old system persist and the risk of deportation of 
undocumented immigrants may be compounded 
by the data-sharing loophole.
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RECOMMENDATIONS AND CONCLUSION

A true welcoming city is one that invests in and protects all of its residents. The City of Chicago 
must ensure that the many surveillance technologies deployed by CPD throughout the city are 
not used to deport people from Chicago’s immigrant community. To achieve this goal, we sug-
gest a robust implementation of the amended WCO and future legislative efforts. In addition, 
the City of Chicago must halt the ever-expanding web of surveillance technology blanketing the 
city, and instead move toward dismantling this surveillance for the sake and safety of all its res-
idents—especially immigrants.

First, the data-sharing loophole 
in the WCO must be closed, lest 
it become an exception that swal-
lows the rule. The amended WCO 
provides essential protections 
from information-sharing with ICE 
for those who might be subject 
to civil immigration enforcement. 
But for others who might be sub-
ject to criminal immigration inves-
tigation for unauthorized reentry, 
all WCO protection evaporates. 
Under the aegis of conducting a 
criminal investigation, ICE could 
access myriad CPD databases and 
technologies to investigate and 
deport undocumented Chicago-
ans. While we advocate for federal 
decriminalization of immigration 
offenses, in the meantime and at 
the local level, the City of Chicago 
can protect its immigrant commu-
nity by closing the data-sharing 
loophole in the WCO. An amend-
ment to Section 030(b) of the WCO 
should explicitly forbid CPD from 
granting federal agents’ requests 
for information or to access city 
digital platforms in order to inves-
tigate illegal entry (8 U.S.C. § 1325) 
and illegal reentry (8 U.S.C. § 1326) 
offenses. The amendment should 
also ban complying with requests 
for information or granting this 
access to ICE as well as CBP for 
any reason, including conducting 
generalized surveillance. 

Second, CPD should abandon 
the gang database/CEIS system 
entirely. CPD has made very few 
efforts to actually establish the 
CEIS. The project lacks purpose, 
direction, and commitment. CPD 

The City of Chicago 
must defund, 
decriminalize, 
and decarcerate. 
Chicago should 
invest in the 
futures of its 
residents, instead 
of subjecting them 
to harassment, 
over-policing, and 
mass surveillance.

has not explained how it will solve 
the problems that plague the 
current gang database system 
by establishing the CEIS. As CPD 
drags its feet on gang database 
changes, it continues to rely on 
the inaccurate and biased gang 
database that was the focus of so 
much community activism, litiga-
tion, and several OIG reports—the 
findings of which CPD itself largely 
agreed. Instead of this halfhearted 
attempt to reform a system rid-
dled with problems and of dubi-
ous utility, CPD should abolish the 
gang database system entirely.

Finally, CPD’s information centers 
and use of digital surveillance 
technology in general must be 
made fully transparent. There is 
very little publicly available infor-
mation on the full extent of the 
technologies used by police and 
federal agency personnel at CPIC 
and the SDSCs, or on how these 
centers operate. If CPD and the 
city’s civilian leadership believe 
that these technologies and insti-
tutions are truly vital to keeping 
Chicagoans safe, they should be 
prepared to explain why and how.
The City of Chicago must defund, 
decriminalize, and decarcerate. 
Chicago should invest in the 
futures of its residents, instead of 
subjecting them to harassment, 
over-policing, and mass surveil-
lance. The City must do more 
to restrain and dismantle CPD’s 
surveillance web so as to ensure 
that its residents do not risk 
deportation by federal immigra-
tion authorities.
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