
Background: 

Frequently Asked Questions 

In recent years, Immigration and Customs Enforcement (ICE) has issued
administrative subpoenas using Form I-138 to tech companies, such as Google, for
account holder data contained in its applications (email, maps, calendar etc). 
See Appendix for sample administrative subpoena. This document provides
background on this emerging issue of ICE administrative subpoenas and practical
recommendations on how to spot and respond to these requests. 

 1. What is an ICE administrative subpoena request? 

An ICE administrative subpoena request is a written request from the Agency for
information in the form of records or testimony. Sometimes, it is referred to as an
“Immigration Enforcement Subpoena.” While ICE has issued these subpoenas
using Form I-138, it is possible that ICE may use other forms. An ICE
administrative subpoena is different from a judicial subpoena. Most administrative
subpoena requests are issued for civil investigation purposes carried on by a
government agency under a range of purported regulatory or statutory authority.

Various ICE subdivisions can issue an administrative subpoena, including the
Office of Enforcement and Removal Operations (ERO) across all 24 Field Offices,
Homeland Security Investigations (HSI) across its 26 Special Agent in Charge
(SAC) Field Offices, and the Office for Professional Responsibility. Despite its
name and coercive language, an administrative subpoena does not require 
the recipient’s compliance without a judicial order from a federal court.  An
administrative subpoena becomes legally enforceable only when a court orders the
recipient to comply. In other words, ICE cannot compel compliance with an
administrative subpoena from a tech company unless it seeks and obtains a federal
court order requiring compliance. 
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Names, addresses, screen names, email addresses, and telephone numbers of
all users, customers, or subscribers; 
Connection records (including assigned IP address) or record of session times
and durations for all accounts; 
Location (street address) of all accounts; 
Length of service (including start date) and types of services utilized; 
Telephone or instrument number or other subscriber number or identity; 
Means or sources of payment for such service (including credit card or account
numbers).

 2. What type of data does ICE request in its administrative subpoena? 

It is long established that the Fourth Amendment places limitations on administrative
subpoenas and requires them to be “sufficiently limited in scope, relevant in purpose, and
specific in directive so that compliance will not be unreasonably burdensome.”  However, ICE
has gone beyond this limitation and uses administrative subpoenas to obtain expansive
personal or sensitive information. ICE administrative subpoenas to tech companies for
account holder data can request information about all or some of the following: 

 
 3. What information does Google or other technology companies provide based on an
ICE administrative subpoena request? 

 
Google will disclose account holder (also known as subscriber) registration information 
and IP addresses for Google account logins.  Google requires a criminal warrant to
disclose information on the content of communications such as documents, emails,
photos. Similarly, Twitter will disclose non- public account holder information “in
response to appropriate legal process such as a subpoena” and has a policy of
notifying users of information requests, unless barred from doing so.  Twitter will
also require a search warrant for the “contents of communications,” such as Direct
Messages.  Facebook’s policy, on the other hand, states that it will only disclose
account or basic subscriber records if there is a “valid subpoena issued in
connection with an official criminal investigation.”

That being said, basic subscriber registration information can include already sensitive
information, such as someone’s name, address, or phone number, and IP address
information can include information on the user’s location, when a user logged in,
and for how long. 

As of 2020, self-reported company data stated that, out of the total number of government
requests received in the U.S., Google responded 83% of the time with some data; Twitter
responded 59% of the time with some data; and Facebook responded 88% of the time with
some data.
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 4. How many ICE administrative subpoena requests does ICE send to Google
and other technology companies? 

 
We do not know the exact number of ICE administrative subpoena requests sent to tech
companies for subscriber account information.   However, we believe that the request
amount is significant based on the prevalent use of administrative subpoena requests in
other ICE civil investigation contexts. For example, ICE agents issue thousands of
administrative subpoenas to employers for I-9 workplace investigations.   It has
issued hundreds of administrative subpoenas to utility and electric companies
requesting consumer data in California.   It has issued a number of administrative
subpoenas to local government agencies that limit collaboration and data sharing
with ICE.   It has also issued administrative subpoenas to journalist requesting that
it reveal its sources, implicating First Amendment concerns.   Most recently, it
issued overbroad administrative subpoenas under specious legal authority to
Western Union for bulk data on money transfer companies.

 5. If I or my client receives a notification of an ICE subpoena request from Google or
another technology company, how can I challenge the ICE subpoena request?

 
Because of existing federal law, it can be challenging for a subscriber to directly challenge
a subpoena issued to a technology company in court.   Companies, on the other hand, are
well-situated and in a better position than the subscriber to seek agency or judicial redress
of an ICE subpoena request, such as in the form of a motion to quash.   An ICE
administrative subpoena request on its own does not require compliance. Again, only a
federal court can compel a recipient to comply. Therefore, we believe that tech
companies should not transfer the data to ICE unless there is a federal court
order compelling them to do so and only after requesting a judiciary hearing to
ensure that the subpoena is not overly broad and is tailored in its scope.
Additionally, the Fourth Amendment places limitations on an administrative
subpoena. Therefore, tech companies should seek judicial review to ensure that
the subpoena is not overly broad or burdensome, and is tailored in its scope.
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Practical Recommendations 

Practice good digital security by limiting data retention on tech platforms
such as Google, and limiting logins across mobile applications (e.g. logging
into Google Maps, Google Calendar, and/or YouTube). Alternatively, consider
using other technology companies, such as Signal or Protonmail, which have
stronger digital security protocols. 

Ask the tech company for a copy of the DHS request referenced in the
notification email. 
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Demand that tech companies, such as Google, Facebook, and Twitter, limit
data surveillance on its users and avoid sharing that information with ICE
absent judicial review and order. 

Join the organizational letter to Google asking that Google limit data sharing with ICE
absent a judicial order and avoid releasing information on ICE’s requests for information.
Contact Just Futures Law for additional information. 

Join Just Futures Law and Mijente in demanding #NoTechforICE. Sign up for updates at
www.justfutureslaw.org and notechforice.com.

Monitor your email account for a notification from a tech company notifying
you that it has received legal process issued by the Department of Homeland
Security (DHS) requesting the release of information related to your account.
For Google, for example, the email should come from “usernotice@google.com”
and the subject line should say something similar to “Notification from Google.”
See Appendix 1. 

Ask the tech company for an extension of time in order to seek counsel and/or
speak to the tech company’s Legal Department. When providing you with notice that it
received a subpoena from DHS, the tech company may provide a deadline for you to
respond. For example, Google notes that it generally expects you to respond within 7
days of the date of its notification with a filed Motion to Quash. We recommend that you
consider replying to the tech company with (1) a request for an extension of their deadline
for the purpose of seeking and consulting with legal counsel, (2) a request to
communicate with the tech company’s Legal Department through your legal counsel; and
(3) a request that the tech company not hand over the account information until you are
able to seek the advice of counsel and your counsel can confer with the tech company’s
counsel. 

Contact immigration legal counsel to assess your risks and next steps. Your risks of
data sharing should be assessed on a case-by-case basis with an immigration attorney
after a screening of your particular history and circumstance. 

Attorneys need technical assistance? Reach out to Just Futures Law for further
technical assistance.
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Appendix
1. Sample Google Notice to User's Email Account



2. Sample ICE Administrative Subpoena
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